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Windows Security BaselinesWindows Security Baselines

Session # C13

 INTRODUCTION TO WINDOWS

MICROSOFT BASELINE SECURITY ANALYZER – MBSA

WINDOWS SERVER SECURITY OVERVIEW

AgendaAgenda

WINDOWS SERVER SECURITY OVERVIEW

WINDOWS SERVER INDUSTRY STANDARDS

 TRIPWIRE TO TEST CIS BASELINE

 SAMPLE BASELINE TYPES

WINDOWS SERVER 2003 BASELINE EXAMPLE

 GO THROUGH BASELINES
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 IDENTIFY SERVER TYPE DIFFERENCES

 DISCUSS ISSUES

 SUMMARY
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Introduction to WindowsIntroduction to Windows

Windows 1 0 and later

Desktop Products

Windows NT Server

Server Products

Windows 1.0 and later
Windows 95, Windows 98, 

Windows Me, Windows 2000
Windows XP Tablet PC Edition
Windows XP Media Center 

Edition
Windows XP Home

Windows NT Server 
Windows 2000 Server Family
Windows Server 2003 Family
Windows Home Server
Windows Server 2008

This session will focus on the
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Windows XP Professional
Windows Vista

This session will focus on the 
server products only

Windows Desktop TimelineWindows Desktop Timeline
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Windows Server TimelineWindows Server Timeline
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Benefits of a BaselineBenefits of a Baseline

 Automates the set up a new machine. 
 Includes:
 i t lli ft installing software, 
 applying operating system security updates, 
 applying local security policy settings, and 
 configuring automatic update settings. 

 As configurations change, baselines can keep machines in 
compliance.

 Make it easier to trouble shoot and maintain systems on a 
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timely and consistent manner.
 Security baselines allow companies to stay in compliance with:
 industry standards and 
 maintain a reasonable level of assurance and security.
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Microsoft Baseline Security AnalyzerMicrosoft Baseline Security Analyzer

http://technet.microsoft.com/en‐us/security/cc184924.aspx
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MSBA MSBA –– Scan a ComputerScan a Computer
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MSBA MSBA –– Scan a ComputerScan a Computer
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MSBA MSBA –– Scan a ComputerScan a Computer
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Windows Server 2003 OverviewWindows Server 2003 Overview

Authentication 
Interactive logon

 Encrypting File System (EFS)
g

Network authentication

Object‐based access control

Security policy

Auditing

 Network data protection

 Routing and Remote Access

 Internet Authentication Service (IAS) 

 Public key infrastructure
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Active Directory and security

Data protection

Windows Server 2008 OverviewWindows Server 2008 Overview

 AppLocker  Security Configuration Wizard 

 Authorization Manager 

 BitLocker Drive Encryption 

 Encrypting File System 

 Encrypting File System (EFS) 

 Server Security Policy 
Management 

 User Account Control 

 Windows Authentication 
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 Kerberos 

 Security Auditing 
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Windows Server Industry StandardsWindows Server Industry Standards

 Center for Internet Security (CIS)
www.cisecurity.org

 National Institute of Standards and Technology (NIST)
http://csrc.nist.gov/cc/  ‐ Common Criteria Project (obsolete)

 National Security Agency (NSA) – NIAP CCEVS
http://www.niap‐ccevs.org/cc‐scheme/

 SysAdmin Audit Network Security (SANS)
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www.sans.org – provided in courses

 Your Own  

www.cisecurity.org
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CIS Benchmark DocumentsCIS Benchmark Documents
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www.cisecurity.org
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TripwireTripwire
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TripwireTripwire
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TripwireTripwire
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Sample Baseline TypesSample Baseline Types
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You may need to do the same for Windows 2000 and Windows 2008.
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 DO NOT USE INDUSTRY STANDARDS WITHOUT TESTING FIRST

 IDENTIFY INVENTORY OF SERVER / SERVER TYPES

 DO CO O S

SummarySummary

 DOMAIN CONTROLLERS

 MEMBER SERVERS – WEB SERVER, FILE SERVER, ETC.

 DEVELOP BASELINE USING INDUSTRY STANDARD AS A GUIDE

 TEST, TEST, TEST

 USE AUTOMATED TOOL (E.G., TRIPWIRE)

 ALL BASELINE SETTINGS SHOULD UNDERGO CHANGE MANAGEMENT

PROCEDURES (I.E., REMEDY)

 OBTAIN WAIVER FOR THOSE SETTINGS YOU HAVE TESTED AND DISAGREE WITH
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STANDARD

 RUN SCANS TO ENSURE STANDARD IS MAINTAINED
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Miguel (Mike) O. Villegas is the Director of Information Security at Newegg, Inc. and is
responsible for Information Security, Business Continuity Management, and PCI DSS
(Payment Card Industry Data Security Standard) compliance. Newegg, Inc. is one of

Miguel (Mike) O. Villegas, CISA, CISSP

the fastest growing E‐Commerce companies established in 2001 and exceeded
revenues of over $2 Billion in 2008.

Mike has over 25 years of Information Systems security and IT audit experience. Mike
was previously Vice President & Technology Risk Manager for Wells Fargo Services
responsible for IT Regulatory Compliance and was previously a partner at Ernst &
Young and Arthur Andersen over their information systems security and IS audit
groups over a span of nine years. Mike is a CISA and CISSP.
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He was the SF ISACA Chapter President during 2005‐2006 and the SF Fall Conference
Co‐Chair from 2002–2007. He also served for two years as Vice President on the Board
of Directors for ISACA International. Currently, Mike is currently a Director in the LA
ISACA Chapter, involved with the LA ISACA Spring Conference Committee, and is the
CISA Review Course Coordinator.


