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+* INTRODUCTION TO WINDOWS

“* MICROSOFT BASELINE SECURITY ANALYZER — MBSA
“* WINDOWS SERVER SECURITY OVERVIEW

“* WINDOWS SERVER INDUSTRY STANDARDS

“* TRIPWIRE TO TEST CIS BASELINE

“* SAMPLE BASELINE TYPES

“* WINDOWS SERVER 2003 BASELINE EXAMPLE

+» GO THROUGH BASELINES
+»* IDENTIFY SERVER TYPE DIFFERENCES
+» DISCUSS ISSUES

“* SUMMARY




Introduction to Windows

Desktop Products Server Products

+»*» Windows 1.0 and later +» Windows NT Server

+»» Windows 95, Windows 98, +* Windows 2000 Server Family
Windows Me, Windows 2000 | «* Windows Server 2003 Family

+» Windows XP Tablet PC Edition | <* Windows Home Server

+*» Windows XP Media Center +*» Windows Server 2008

Edition
+* Windows XP Home
+»*» Windows XP Professional
+* Windows Vista

This session will focus on the
server products only
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Windows Desktop Timeline
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Windows 1.0 —-3.11, - o
and Windows 9x wWindows NT

1990 Windows 3x

1993 Windows NT

1995 "VWindows95
1996 “Winiciomes T

1997

1998 "Whindowsos

1999

2000 A L Wiw

2001 — ffg‘ y — ;gf}
Windows" " Windows "
Home Edition Professional
. —HSACA
COMERGED e . _

San Francizco Chapler




Windows Server Timeline
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Benefits of a Baseline

» Automates the set up a new machine.
* Includes:
installing software,
» applying operating system security updates,
applying local security policy settings, and
configuring automatic update settings.
%+ As configurations change, baselines can keep machines in
compliance.

+» Make it easier to trouble shoot and maintain systems on a

timely and consistent manner.
%+ Security baselines allow companies to stay in compliance with:

%+ industry standards and
** maintain a reasonable level of assurance and security.

L .
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Microsoft Baseline Security Analyzer

http://technet.microsoft.com/en-us/security/cc184924.aspx

S Mesoioh Brahne Seourity Anilyae 11

®® ¥ Baseline Security Analyzer

Check computers for commen security misconfigurations.

The Microsedt Bzseline Securfty Analyzer can check computers running Microseft Windowsdh Server 2003, Windows Server 2004, Windows Vista, Windows XF or Windows 2000,
Seanning tumputers for securfy cpdates utliees Windows Server Updste Serveces. You must h privieges fur each computer you wart 19 scen.

Y

Check & computer wsing s nsene of P Address.

[

Zean il
Creck MUBEA COMPULArs using B domain name o & range of F addressss.

¥ £280 reponts
\iews, prinit and copy the results from the previous scans.

L]
e (E m
CONVEREEDERG TIOALA
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I Microsoft Baseline Security Analyzer 2.1
ty Analyzer
Report Details for WORKGROUP - MOVILLEGAS-PC (2009-07-28 22:55:33)
ry Security a
Sewvere Risk (One or more critical checks failed.)
Computer name: OVILLEGAS-PC
1P address:
Security report name: MOVILLEGAS-PC (1)
Scan date: 7/28/2009 10:55 PM
Semnner with MRGA version: >321n4.0
Catalog synchronization date:
ity update Update
Sort Order. Score (worst first)
ity Scan
Score Issue Result
5] visual Studic 2 security updates are missing.
Security What was scanned Result details How to correct this
Updates
5] Windows 1 security updates are missing. 1 service packs or update rollups are missing.
Security What was scanned Result details How to correct this
Upda
& Office Security Mo security updates are missing.
Upda: What was scanned Result details
& sDK. Mo security updates are missing.
Components What was scanned  Result details
SeainRy
pdates
& SQL Server Mo security updates are missing.
Sceurity WihAF s seanmed | Rem it detals
Updates
& Silverlight Mo security updates are missing.
Security What was scanned Result details
Updates
& works Mo security updates are missing.
Security What was scanned Result details
Updates
L]
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MSBA — Scan a Computer

3 Microsoft Baseline Security Analyzer 2.1 = = | ==

Microsoft

€ ™ ¥ Baseline Security Analyzer

Windows Scan Results -
Administrative Vulnerabilities
Score  Issue
- File System < are using the NTFS fle system.
What was scanned  Result detals  How to correct this
- Administrators  More than 2 Administrators were found on mputer
What was scanned  Result detals  How to correct this
"] Password Some user accounts (5 of 6) have non-expiring passwords.
Espiration What was scanned  Result detals  How to correct this
o Incomplete Mo incomplete software update installations were found.
Updates What was scanned
@ Firewall is through Group Policy on this computer. Windows Firewall is disabled and
Firewall has exceptions configured.
What was scanned  Result detals  How to correct this
= Local Account Some user accounts (2 of 6) hawve blank or simple passwaords, or could not be analyzed. |
Password Test  \What was scanned  Result details
= Automatic Updates are automatically downloaded and installed on this computer
What was scanned
< Autologon Autologen is not configured on this computer.
What was scanned
< Guest Account  The Guest account is disabled on this computer.
What was scanned
< Restrict Computer is properly restricting anonymous access. L
Anonymous What was scanned 1
Score Issue Result
@ Auditing Neither Logon Success nor Logon Failure auditing are enabled. Enable auditing and turn on auditing for
spedific events such as logon and logoff. Be sure to monitor your event log to watch for Unauthorized
What was scanned How to correct this
@ Services Mo potentially unnecessary services were found.
What was scanned
@ Shares 12 share(s) are present on your computer.
What was scanned  Result detals  How to correct this
@ Windows Computer is running Micresoft Windows Vista.
version What was scanned
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MSBA — Scan a Computer

Internet Information Services (IIS) Scan Results

Score Issue Result
— 1IS Status 1IS is not running on this computer.

SQL Server Scan Results

Score Issue Result
= sQL SQL Server andor MSDE is not installed on this computer.
Server MSDE

Status

Desktop Application Scan Results

rative ies
Score  Issue Result
L] IE Zones Internet Explorer zones have secure settings for all users.
What was scanned
- Macro Security Mo supported Microsoft Office products are installed.

San Francizco Chapler
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Windows Server 2003 Overview

+»Authentication
“*Interactive logon
“»Network authentication

+*Object-based access control

«»*Security policy

«»Auditing

+»+Active Directory and security

+»Data protection
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Encrypting File System (EFS)
Network data protection

Routing and Remote Access

Internet Authentication Service (IAS)

Public key infrastructure

—1SACA

San Francizco Chapler

Windows Server 2008 Overview

% Applocker

< Authorization Manager

«* BitLocker Drive Encryption
«* Encrypting File System

¢ Encrypting File System (EFS)
% Kerberos

% Security Auditing

K/
0.0

K/
0.0

K/
0.0

K/
0.0

12

Security Configuration Wizard

Server Security Policy
Management

User Account Control

Windows Authentication

—SACA
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Windows Server Industry Standards

++ Center for Internet Security (CIS)

www.cisecurity.org

¢+ National Institute of Standards and Technology (NIST)

http://csrc.nist.gov/cc/ - Common Criteria Project (obsolete)

++ National Security Agency (NSA) — NIAP CCEVS
http://www.niap-ccevs.org/cc-scheme/

+ SysAdmin Audit Network Security (SANS)
www.sans.org — provided in courses

% Your Own
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the CENTER for

=

INTERNET SECURITY

SITEMAP  CONTACTUS  PRIVACY POLICY

WWW.Cisecurity.org
HOME WHAT'S NEW  WHAT ISCIS?  BENCHMARKS/TOOLS  OTHER RESOURCES JOINUS  TESTIMONIALS  FAQ

Members Site

Become a CIS member!
for more info YY)

€IS Members Worldwide
for more info '}

Find Out How To Get Involved!
for more info 'Y}

US Federal
government agency license.
for more info 'Yy,

CIS certifies commercial sofiware.
for more info YY),

CIS licenses resources for
commercial use.
for more info 'y,

CIS Trademarks & Logos
for more info YY),

ﬁ- —u 1
CONVERGERERGE
_—

Measurably reducing risk through collaboration,
& ical security

The Center for Internet Security (CIS) is 2 not-for-profit organization
that helps enterprises reduce the risk of business and e-commerce
disruptions resulting from inadeguate technical security controls,
and provides enterprises with resources for measuring information
security status and making rational security investment decisions.

DOWNLOAD FREE OF CHARGE

40 Security C; i for
Operating Systems, Middleware, Software Applications and
Network Devices.

Click Here to download the Benchmarks.

CIS Configuration Benchmark Scoring Tools

Click Here for more information.

Consensus Based Metrics for Information Security

Click Here for more information.

14

_ ANNOUNCEMENTS W\

worth the investment. Listen to this CIS
padcast and download the transcripts
on Security Metrics

€IS MEMBER AND DEVELOPER
UPDATE

Learn about NEW resources CIS is
developing to help Members and the IT
security community. Click Here to
view or download the web cast

CI5 WEB EVENT:
CIS web event on Configuration
Management - What Is It and How Do
“You Document 2 in association with
‘Baptie and Company. Click Here to
register for the event

€IS WEB EVENT ON PROTECTING
INFORMATION

Professionals and sponsored by
Computer Associates. Click Here
10 10 see the archive.




CIS Trademarks & Logos

for more info W)

Upcoming CIS-Related Presentations

for more info '),

=R s
CONERCENERGE

CIS Benchmarks/Scoring Tools

Now Available, Free of Charge!

Operating Systems

Benchmark Version Updated
AIX 101 102172008
Debian Linux 10 08172007
FreeBSD 105 10/21/2005
HP-UX 142 060372008
Mac 05 X 10.4 (Tiger) 20 10182006
Mac 0S X 10.5 (Leopard) 10 05/21/2008
Hovell OES:NetWare 10 08/14/2006
Red Hat Linux 4 (for RHEL 2.1, 3.0, 4.0 and Fedora Core 1,2,3,4, 8 5) 105  10/01/2006
Red Hat Linux 5 (for RHEL 5) 112 06172008
Slackware Linux 11 06/16/2006
Solaris 2.6.1 - 9.0 13 08/11/2004
Solaris 10 11/06 and /07 40 1140172007
SUSE Linux 20 05i21/2008
Windows 2000 122 02/042005
Windows 2000 Professional 221 12172004
Windaws 2000 Server ZZ1 1207004
Windows NT 105 030412005
Windows Server 2003 20 11212007
Windows XP Professional SP1/SP2 201 09/09/2005
Network Devices

Check Point Firewall 10 12112007
Cisco ASA, FWSM, and PIX 20 111202007
Cisco 105 Router 22 1172012007
Multi-Function Devices 100 042472009
Wireless Hetworks 10 0411412005
Applications

Apache Web Server 220 11102008
Exchange Server 2003 10 08/15/2005
Exchange Server 2007 10 1243112007
FreeRADIUS 10 08/18/2007
us 1n RMAZONT

15
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CIS Benchmark Documents

Name =
T CI5_Benchmark_Exchangez007_1.0
T2 CIS_Cisco_Firewall_Benchmark_v2.0
T CI5_Cisca_T05_Benchmark_v2.2
T C15_Exchangez005_Benchmark_v1.0
T c1s_11s_Benchmark_v1.0
T CI5_Security_Metrics_v1,0.0
T C15_50L2000_Benchmark_v1.0
-5 CI5_SQL200S_Benchmark_v1.1
T C15_5QL2005_Benchmark_v1.1.1
T|C15_winzk_Level1_Benchmark_v1.2.2

T2 CIS_Win2K_Pro_Bsnchmark_v2.2,1
€IS _Win2K_Srv_Benchmark_v2.2.1 /

T CI5_winz003_DC_Benchmark_vz,0
T CIS_WinZ003_MS_Benchmark_vz.0
T CI5_windowsiP_Benchmark_vz,01
T IS _wireless_addendum_Apple
|15 _wireless_Addendurn_Cisca

T CIS_wirsless_Addendumn_DLink

T CI5_Wireless_Addendum_Linksys
T CI5_wirsless_Assessment_Example_v2.0
T CI5_Wireless_Assessment_v2.0
T c15_wirsless_Benchmark_v1.0

T disco-ios-router-benchmark.
cisco-ios-Fouter-questionnaire

2| CISWinNT-v1.0.5

A

1-—-
CoNBE st

Section 1 - Summary Checklist

Setting: Legacy I Enterprive Specialized Security -
Limited F
T Service Packs and Hotfives
1.1 Major Service Pack sad Hotfis
11,1 Cument Service Pack Insialled 72

§ Charassens

12 Charseren

unt Polscies B

A3 Dy

o Logon Eveny

Success and Faibae

Sucsess and Faibae
<ot Defmed

g
it Privilege Use

it Procews Tracking

And
A

Succew, and Failure
sews and Faikae

Erenn

3231 Mminuim Pavword Age Ty
FEEE] — T AT
2223 Mimsmuim Pavovord Length % charsctens ] I
2224 Pawnord Complenity Fuabied
2225 Paswwond Histery cxds remembered

Reversdble

Dhvabled

16
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Tripwire

Detailed Test Inventory - Windows Servers PCl Mappings

Date: 1210/08 9:53 AM

Descend test groups: Yes

Display criteria at end: Mo

Show full details: Yes

Weight: All

Test Severity range: All

Tests: MS Windows Server 2003 DM Data Security Standard

Mapping - PCIv1.1

MS Windows Server 2003 DM Data Security Standard Mapping - PCI v

(Generated 21:15 13 Oct 2008)

Requir 2 Security Farameters

Do not use vendor-supphed defaults 1o System passwords and other security parameters

2.2 Develop Configuration Standards for All Sysi po y Vulnerabilities and Are

Consistent with Industry-acs

2.2.0 Tests

2.2.0. 1 Maximum Password Age

1 —_]
m!g-@gi 17 o e s

San Francizco Chapler

Tripwire

Deseription This test verifies that the password policy on this system & to require passwords
thir mrw graator than O ond leas, i or equal 1042 deys ki, Ghanging pRssworis reguiarty
helps 1o prevent UNauthorzed USers from gaining Access to the sys!

Type Attrisute Test

Severity o

Rules Local Machine RSoP

Eiemant Equals {case insensiive) "Computer
Version conditions Action i missing Fall

MaximumPasswordAge Exists AND
MacmumPasswordAge Greater Ban 0 AND
MaxmmMPasswordAge Less than o equs 42
Waeight 1

Remediation To remeciale fasure of this pelicy tesl. configure the password BOEY 10 Ute a mamum
panswerd age Inat is greater Ian O and ks han of equal i

o the palicy on 2003

Suloct % priup pollcy uligest 13 60t v e Wiaraiult Wanageoisnt Saniate
Sabe Sertings > Security Semings > Ac
eeunl Policies = Passwerd Dan:y
Maximum password age and solecl Propenies
Serott Dafine this policy and in the word can be changed after: box,
ntor an integer value that & greater Han 0 and loss han of equal 1o 42, ten click
oK

U M=

5 Run ihe gpupdate command 16 apply the change

To perform this procedure you must be a domain adminstrator.

Tesis may continue 1o Bl until the domasn refreshes he setting configured above
When you change o securly setting and click S, that seflog wil ke efect in e
next fefresh of setings, or afler retsool.

The secunly seltings are refreshed every 20 minutes on a workstation or server
and every § minutes on.a demain contreller  The sellings are also reffeshed ey
ery 16 hours, whether or net here are any changes

For further detasts, please refer io

DHpEchnel? micoson. T TR Bl T B LB e AT
TAIE1033. 1

= =
S ,
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Tripwire

MS Windows Server 2000 Data Security Standard Mapping - PCI v1.1

(Generated 21:15 13 Oct 2008)

Requirement 2 Security Parameters

Do not use vendor-supplied defaults for system passwords and other security parameters

2.2 Develop Configuration Standards for All System Components. Assure That These Standards Address All Known Security Vulnerabilities and Are
Consistent with Industry-accepted System Hardening Standards as Defined

2.2.0 Tests

2.2.0. 1 Minimum F:

Minimum Password Length Is Greater than or Equal to 8

This test verifies that the password policy on this system is o require of 8 or more . Using of this length helps
to protect the system from password guessing atiacks.

Node Element Result Time Actual
(Windows Server) Computer Failed 1/23/09 12:47 PM MinimumPasswordLength=0
(Windows Server) Computer Failed 123109 12:47 PM MinimumPasswordLength=0
(Windows Servery Computer Failed 112309 12:47 PM MinimumPasswordLength=0
L]
o SACA
1 19 San Franciscs Chaplar

Sample Baseline Types

Security Baseline for Ecommerce Servers

FOR Windows Server 2003 Operating System

|ww [z [ e e

Kecurity Baseline for Servers in Card Holder Environment

FOR Windows Server 2003 Operating System

| You may need to do the same for Windows 2000 and Windows 2008. I
B —HSACA
=== 20 San Francize Chapter
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Security Baseline for Ecommerce Servers

FORWmdows Server 2003 Operating System

Setting:

‘ SSLServers

| MSMQ

|WWWServers

Shopping Cart

1 Service Packs and Hotfixes

1.1 Major Service Pack and Hotfix Requirements

1.1.1CurrentService Packinstalled

service Pack2

[ service pack2

[ service packz

service Pack2

1.2 Minor Service Pack and Hotflx
Requirements

1.2.1 Haffixes recognized by HENetChk.

AllCritical and Important

Hotfixes

All Critical and

Important Hotfixes

| AllCritical and

Important Hotfixss

All Critical and Important

Hotfixes

2 Auditing and Account Policies

2.2.1 AuditPolicy (minimums)

2.2.1.1 Audit Account LogonEvents

Successand Failure

Successand Failure

Successand Failure

Successand Failure

2.2.1.2 AuditAccount v

successand Failure

successand Failure

Successand Failure

successand Failure

2.2.1.3 Audit Directory Service Access

<Mat Defined>

<Mot Defined:

<Not Defined=>

<Mot Defined:

2.2.1.4 AuditLogon Events

successand Failure

successand Failure

Successand Failure

successand Failure

2.2.1.5 Audit Object Access

Successand Failure

Successand Failure

Successand Failure

Successand Failure

2.2.1.6 Audit Policy Change

Successand Failure

Successand Failure

Successand Failure

Successand Failure

2.2.1.7 Audit Privilege Use

<Mat Defined>

<Mot Defined>

<Not Defined>

<Mot Defined>

2.2.1.8 AuditProcess Tracking

<Not Defined>

<Not Defined>

<Not Defined>

<Not Defined>

2.2.1.9 Audit System Events

Successand Failure

Successand Failure

Successand Failure

Successand Failure

2.2.2 Account Policy

2.2.2.1 Minimum Password Age 1day 1day 1day 1day
2.2.2.2 Maximum Password Age 42 days 42 days 42 days 42 days
2.2.2.3 Minimum Password Length 8 characters & characters 8characters & characters
2.2.2.4 Password Complexity Enabled Ensbled Enabled Ensbled
2.2.2.5 Password History 24 passwords 24 passwords 24 passwords 24 passwords
2.2.2.6Store Passwords using Reversible Disabled Disabled Disabled Disabled
Encryption
21 San Francizco Chapler
Setting: SSLServers MSMQ WWW Servers Shopping Cart
2.2.3 Account Lockout Policy
2.2.3.1 Account Lockout Duration 15 minutes 15 minutes 15 minutes 15 minutes
2.2.3.2 Account Lockout Threshold 15 attempts 15 attempts 15 attempts 15 attempts
2.2.3.3 Reset Account Lockout After 15 minutes 15 minutes 15 minutes 15 minutes
2.2.4 Event Log Settings — Application, Security, and
SystemLogs
2.2.4.1 Application Log
2.2.4.1.1 Maximum Event LogSize 16 MB 16 M8 16 M8 16 MB
2.2.4.1.2 Restrict Guest Access Enabled Enabled Enabled Enabled

2.2.4.1.3 Log Retention Method

<Not Defined=>

<Mot Defined>

<Mot Defined>

<Mat Defined>

2.2.4.1.4 Log Retention

<Not Defined>

<Mot Defined>

<Mot Defined>

<Mot Defined>

2.2.4.2 Security Log

2.2.4.2.1 Maximum Event Log Size

80 MB

80 MB

80 MB

80 MB

2.2.4.2.2 Restrict Guest Access

Enabled

Ensbled

Enabled

Enabled

2.2.4.2 3 Log Retention Method

<Not Defined>

<Mot Defined>

<Mot Defined>

<Mot Defined>

2.2.4.2.4 LogRetention

<Not Defined>

<Mot Defined>

<Mot Defined>

<Mot Defined>

2.2.4.3 System Log

2.2.4.3.1 Maximum Event Log Size

16 MB

16 MB

16 MB

16 MB

2.2.4.3.2 Restrict Guest Access

Enabled

Ensbled

Ensbled

Enabled

2.2.4.3.3 Log Retention Method

<Not Defined>

<Not Defined>

<Not Defined>

<Not Defined>

2.2.4.3.4 Log Retention

<Not Defined>

<Not Defined>

<Not Defined>

<Not Defined>

3 Security Settings

3.1 Major Security Settings.

3.1.1 Network Access: Allow Anonymous
SID/Mamne Translation:

<Not Defined>

<Mot Defined>

<Mot Defined>

<Mot Defined>

3.1.2 Network Access: Do notallow
Anonymous Enumerationof SAM Accounts

<Not Defined>

<Not Defined>

<Not Defined>

<Not Defined>

3.1.3 Network Access: Do notallow
Anonymous Enumeration of SAM Accountsand
Shares

<Not Defined>

<Not Defined>

<Not Defined>

<Not Defined>

3.2 Minor Security Settings

3.2.1 Security Options

CoNEED e
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Setting:

SSLServers

MSMQ

WWW Servers

Shopping Cart

3211 Accounts: Administrator Account
Status

<Not Defined>

<Not Defined>

<Not Defined>

<NotDefined>

B.2.1.2 Accounts: Guest Account Status

Disabled

Disabled

Disabled

Disabled

3.2.1.3 Accounts: Limitlocal accountuse of
blank passwordsto console logon only

Enabled

Enabled

Enabled

Enabled

3.2.1.4 Accounts: Rename Administrator
Account

Non-standard Name with
referenceto NewsggUser
Matrix

Non-standard Name
with reference to
Newegg User Matrix

Non-standard Name
with reference to
Newegg User Matrix

Non-standard Name with
referenceto Newegg
User Matrix

3.2.15Accounts: Rename GuestAccount

Non-standard Name with
referenceto NewsggUser
Matrix

Non-standard Name
with reference to
Newegg User Matrix

Non-standard Name
with reference to
Newegg User Matrix

Non-standard Name with
referenceto Newegg
User Matrix

32.16Audit: Auditthe accessof global
system objects

<Not Defined>

<Not Defined>

<Not Defined>

<NotDefined>

3.2.1.7 Audit:  Auditthe use of backup and
restore privilege

<Not Defined>

<Not Defined>

<Not Defined>

<NotDefined>

3.2.18Audit: ShutDown system
immediately if unable to log security alerts

<Not Defined>

<Not Defined>

<Not Defined>

<NotDefined>

.2.1.9 DCOM: Machine Access Restrictions in
security Descriptor Definition Language

<Mot Defined:

<Not Defined>

<Not Defined>

<NotDefined>

3.2.1.10 DCOM: Machine Launch Restrictions
in Security Descriptor Definition Language

<Not Defined>

<Not Defined>

<Not Defined>

<NotDefined>

3.2.1.11 Devices: Allow undock without
havingto logon

<Mot Defined:

<Not Defined>

<Not Defined>

<Not Defined>

3.2.1.12 Devices: Allowed toformatand
sject removable media

Administrators

Administrators

Administrators

Administrators

3.2.1.13 Devices: Preventusersfrom
installing printer drivers

Enabled

Enabled

Enabled

Enabled

32114 Devices: Restrict CD-ROM Accessto
Locally Logged-On User Only

<Mot Defined:

<Not Defined>

<Not Defined>

<NotDefined>

3.2.1.15Devices: RestrictFloppy Accessto
Locally Logged-On User Only

<Not Defined>

<Not Defined>

<Not Defined>

<NotDefined>

3.2.1.16 Devices: _Unsigned Driver

“Warn, butallow.

“Warn, but allow.

“Warn, but allow.

“Warn, but allow.

oy
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Setting:

MSMQ

Shopping Cart

Installation Behavior

3.2.1.17 Domain Controller: Allow Server
Opelatorsto Schedule Tasks

<Not Applicable>

<Not Applicable>

<Not Applicable>

<Not Applicable>

3.2.1.18 Domain Controller: LDAP Server
Signing Requirements

<Not Applicable>

<Not Applicable>

<Not Applicable>

<Not Applicable>

3.2.1.19 Domain Contraller: Refuse machine
accountpassword changes

<Not Applicable>

<Not Applicable>

<Not Applicable>

<Not Applicable>

3.2.1.20 Domain Member: Digitally Encrypt
or Sign Secure Channel Data (Always)

<Not Defined>

<Not Defined>

<Not Defined>

<NotDefined>

3.2.1.21 Domain Member- Digitally Encrypt | Enabled Enabled Enabled Enabled
secure Channel Data (WhenPossible)

3.2.1.22 Domain Member: Digitally Sign Enabled Enabled Enabled Enabled
Secure Channel Data (When Possible)

5.2.1.23 Domain Member: Disable Machine | Disabled Disabled Disabled Disabled
AccountPassword Changes

3.2.1.24 Domain Member: Maximum 30days 30days 30 days 30days
Machine Account Password Age

3.2.1.25 Domain Member: RequireStrong | Enabled Enabled Enabled Enabled
(Windows 2000 or later) SessionKey

3.2.126InteractiveLogon: Do NotDisplay Enabled Enabled Enabled Enabled
LastUser Name

3.2.1.27 InteractiveLogon: Donotrequire | Disabled Disabled Disabled Disabled

CTRL+ALT+DEL

32128 InteractiveLogon: Message Textfor
Users Attempting to Log On

“This machine is protected
by IT. Please do NOT touch
itunlass u have written
notice from IT”

“This machine is
protected by IT. Please
do NOTtouch itunlessu
have written notice
from im”

“This machine is
protected by IT. Please
do NOTtouch itunlessu
have written notice
from m”

“Thismachine is
protected by IT. Please do
NOTtouch itunlessu
have written notice from
il

332129 InteractiveLogon: Message Title for
Users Attempting to Log On

“This machine is protected
by IT. Plsdo NOT touch it
unlessu have written
notice from IT”

“This machine is
protected by IT.Pls do
NOTtouch itunlessu
have written notice

“This machine is
protected by IT. Plsdo
NOTtouch itunlessu
have written notice

“Thismachine is
protected by IT. Pls do
NOTtouch itunlessu
have written notice from
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from IT”

from IT”

™

3.2.130 InteractiveLogon: Number of
Prevfous Logonsto Cache

<Not Defined>

<Not Defined>

<Not Defined>

<NotDefined>

3.2.1.31InteractiveLogon: PromptUser to 14days 14 days 14 days 14 days
Change Password Before Expiration
33132 Interactivelogon: RequireDomain | Enabled Enabled Enabled Enabled

Controller suthentication to unlock workstation

3.2.1.33 Interactivelogon:Require smartcard

<Mot Defined>

<Not Defined>

<Not Defined>

<NotDefined>

3.2.1.34 InteractiveLogon: SmartCard
Remaval Behavior

Lock Warkstation

Lock Workstation

Lock Workstation

Lock Workstation

3.2.1.35 Microsoft Network Client:  Digitally
sign communications (always)

<Mot Defined=

<Not Defined=>

<Not Defined=>

<NotDefined=>

3.2.1 36 Microsoft Network Client: Digitally
sign communications [if serveragrees)

<Not Defined>

<Not Defined>

<Not Defined>

<NotDefined>

3.2.1.37 Microsoft Network Client:  Send Disabled Disabled Disabled Disabled
Unencrypted Passwordto Connectto Third-Part
5MBServer

3.2.1.38 Microsoft Network Server: Amount | 15 Minutes 15 Minutes 15 Minutes 15 Minutes

of Idle Time Required Before Disconnecting Session

3.2.1.39 Microsoft Network Server:  Digitally
sign communications (always)

<Not Defined>

<Not Defined>

<Not Defined>

<NotDefined>

3.2.1.40 Microsaft Network Server: Digitally | Enabled Enabled Enabled Enabled
sign communications (if client agrees)
3.2.1.41 Microsoft Network Server: Enabled Enabled Enabled Enabled
Disconnect clients when logon hours expire
3.2.1.42 Network Access:  Donotallow Enabled. Enabled Enabled Enabled
storage of credentials or NET passports for
network authentication
3.2.1.43 Network Access: LetEveryane Disabled Disabled Disabled Disabled
permissions apply to anonymous users
5.2.1.44 Network Access: Named pipesthat | <Nonex <None> <None> <Nonex
can be accessed anonymously
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Setting: SSLServers MSMQ WWW Servers Shopping Cart
3.2.1.45 Network Access: Remotely System\CurrentConirelset | System\GurrentConirols | System\CurrentConirols | System\CurrentConirelse
accebsible registry paths \Control\BredusiOptions | sf\Control\ProductQeti | sf\Control\BroductQeti | EiControl\BroduciOptions
system\CurrentConirelsst | ans anz System\CurrentContralse
\Control\Server System\GurrentConirals | System\GurrentGonirels | BiControl\Server
Applications et\Control\Server et\Control\senver Applications
Software\Microsoft\Windo | Applications Applications Software\Microsoft\Wind
wsNI\GurrentYersion Software\Microsoft\Wi | Software\Microsoft\Wi | ousNI\GurrentVersion
newsNIVCUITENEYErse | ndowshT\CLrrentyerse
n n

3.2.1.46 Network Access: Remotely
accessible registry paths and sybpaths

Software\Microsoft\Windo
ws
NT\Gurrentyersion\Print
Software\Microsoft\Windo
ws
NT\CurrEnsYersion\Windo
ws
System\GurreniContrelsst
\Control\Print\Printers
System\CurrentCantralset
\Services\Eyentlog
Software\Microsoft\OLAP
Server
Systemi\Gurrencontrolsst
\ControhCantentindzx
System\GurraniContrelist
\Control\Terminal Se rver
System\CurrentGenirelSet
\Control\Terminal
server\UserCanfiz.
Systemi\Gurrencontrolsst
\Control\Terminal

Server’ T

Software\Microsoft\Wi
ndows
NT\Currensversion\Prin
t
Software\Microsoft\Wi
ndows
NT\Current¥ersian\win
dows

System!
gR\Control\Print\Printer

s
System\CurratCantrols
ef\Services\Eyentlos
software\Microsoft\OL
APServer
System\CurrsmEoniels

Software\Microsoft\Wi
ndows

NT\Gurrentyersien\Prin
t

Software\Microsoft\Wi
ndows
NT\Gurrenf¥ersion\Win
dows

System’
gh\Control\Print\Printer
s
System\GurrentControls
eh\Services\Eyenilog.
software\Microsoft\OL
APServer
System\GurremEoniels

ef\Control\Cantentinds

%
System\Curra Cantrols
gf\Control\Terminal
Server

System!

f\Control\Te rminal

gf\Control\Contentinds

5
System\CurrartCantrols
ef\Control\Terminal
Server

Syste m!
ef\Control\Terminal

Software\Microsoft\Wind
ows
NT\GUrrensYersion\Print
Software\Microsoft\Wind
ows
NT\Currenfyersion\wind
ows

System\Currs miSontrelss
f\Control\Print\Printers
System\CurrentControlse
f\services\Eventlog
Software\Microsoft\OLAP
Server
SystemiCurrentControlse
EBiControl\Cantentindex
System\CurrsmiCantrelis
f\Control\Terminal Server
System\CurrsntSenielss
f\Control\Terminal
Server\lserConfiz
SystemiCurrentControlse
f\Control\Terminal
Server' A
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Lation Server\UserConfig server\UserGanfie.
Software\Microsoft\Windo | System! System! Software\Microsoft\Wind
WS §MControl\Terminal gM\Control\Terminal ows
NT\Gurrent¥ersion\Perflin | Server\DefaultlserConf | Server\DefaultUserConf | NT\Current¥ersion\Rerfll
System\CurreniCenkelist | isuration iguration b
\Services\SysmonLog Software\Microsoft\Wi | Software\MicrosoftyWwi | System\CurrentGonirplse
ndows ndows RServices\Sysmanlog
NT\Gurreni¥ersion\Perf | NT\Gurrentvsrsien\Perf
b Ik
System\CurreniCanirels | System\CurrentControls
gf\services\sysmonlog | ef\services\sysmonltog
3.2.1.47 Network access: Restrictanonymous | Enabled Enabled Enabled Enabled
accessto Named Pipesand Shares
3.2.1.48 Network Access: Sharesthatcanbe | <None> <None> <None> <None:>
accessed anonymously
3.2.1.49 Network Access:  Sharingand Classic Classic Classic Classic

security model for local accounts

3.2.1.50 Network Security: Do notstore LAN
Manager password hash value on next password
change

<Not Defined>

<Not Defined:

<NotDefined=>

<Mot Defined:

3.2.1.51 NetworkSecurity: Force logoff
when logon hours expire

Enabled

Enabled

Enabled

Enabled

3.2.1.52 Network Security: LAN Manager
Authentication Level

Send NTLMvZ

Send NTLIMv2

Send NTLMVZ

Send NTLMvZ

3.2.1.53 Network Security: LDAP client
signing requirements

Negotiate Signingor
Require Signing

Negotiate Signing or
Require Signing

Negotiate Signingor
Require Signing

Negotiate Signing or
Require Signing

3.2.1.54 Nelwur k Securily.  Minimum session
security for NTLM SSP based (including secure RPC)
clients

<Nl Defined:

<Nul Defined:

<Nl Defined:

=MulDefined:

3.2.1.55 NetworkSecurity: Minimum session
security for NTLM $5P based (including secure RPC)
servers

<NotDefined>

<Not Defined=

<NotDefined=>

<MotDefined=>
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3.2.1.56 Recovery Console:  Allow Automatic
Administrative Logon

Ppisabled

Disabled

Disabled

Disabled

3.2.1.57 Recovery Console: Allow Floppy
Copyand Access to All Drivesand All Folders

<Not Defineds>

<NotDefined>

<Not Defineds>

<Not Defined>

3.2.1.58 Sshutdown: Allow Systemto be Shut
Down Without Havingto Log On

Disabled

Disabled

Disabled

Disabled

3.2.1.59 shutdown: Clear virtual Memoary

<Not Defined>

<NotDefined>

<Not Defined>

<Not Defined>

3.2.1.60 System cryptography: Force strong
key protection for user keys stored on the
computer

User mustenter a
password each time they
useakey

User mustentera
password each time
theyuseakey

User mustentera
password each time
they use akey

User mustenter a
password each time they
useakey

3.2.1.615ystem Cryptography: Use FIPS
compliantalgarithmsfor encryption, hashing, and
signing

<Not Defined>

<NotDefined>

<Not Defined>

<Not Defined>

3.2.1.62 System objects: Defaultowner for
objects created by members of the Administrators
group

Object Creator

Object Creator

Object Creator

ObjectCreator

32163 System objects: Require case
inse nsitivity for non-Windows subsystems

<Not Defineds>

<NotDefined>

<Not Defineds>

<Not Defined>

32164 Systemobjects: Strengthendefault | Enabled Enabled Enabled Enabled
permissions of internal system objects
3.2.1.65 System settings: Optional subsystems | <None> <None> <None> <None>

3.2.1.66 System settings: Use Certificate Rules
on Windows Executables for Software Restriction

<Not Defined>

<NotDefined>

<Not Defined>

<Not Defined>

Policies
3.2.1.67 MSS: (AFD 10 10 10 10
BynamicBacklogGrouthRslta) Number of
connectionsto create when additional connections
are necessaryfor Winsock applications (10
recommended)
3.2.1.68 MSS: (AFD EnableDynamicBacklog) Enabled Enabled Enabled Enabled

Enable dynamic backlog for Winsack applications
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(recommended) |

3.2.1.69 MSS: (AFD 20000 20000 20000 20000
MaximumBynamicBacklog) Maximum numberof
‘quasi-free’ connections for Winsockapplications

3.2.1.70 MSS: (AFD MinimumBynamisBacklogl | 20 20 20 20

Winimum number of free connectionsfor Winsock
spplications (20 recommended for systems under
sttack, 10 otherwise)

3.2.1.71 Mss: (DizablsIPSourceRouting) 1P
source routing protection level (protects against
packet spoofing)

Highest Protection, source
routingis automatically
disabled

Highest Protection,
source routing is
automatically disabled

Highest Protection,
source routingis
sutomatically disabled

Highest Protection,
source routingis
sutomatically disabled

3.21.72 MSS: (EnahleReadGWhetest] Allow | Disabled Disabled Disabled Disabled
automatic detection of dead network gateways
(could lead to Dgs)

3.2.1.73 Mss: (EnzhleiCMPRedirect) Allow Disabled Disabled Disabled Disabled

ICMP redirects to override OSPFgenerated routes

3.2.1.74 M35: (EnahleEMIURIscavery] Allow
automatic detection of MTU size (possible Dgs by
an attacker usinga small MTU)

<NotDefined>

<Not Defined>

<Not Defined>

<NotDefined>

3.2.1.75 M3S: (NoMameRelerseRnPemand) | Enabled Enabled Enabled Enabled
Allowthe computer to ignore NetBIOS name
release requests except from WINS servers

3.2.1.76 MSS: (PerformBouterDiscayery) Allow | Disabled Disabled Disabled Disabled

IRDP to detect and configure DefaultGateway
addresses (couldlead to Das)

3.2.1.77 MISS: (SynAttackProtect) Syn attack
protection level [protects against Dos)

Connectionstime out
sooner ifaSYNattack is
detected

Connections time out
soonerifasSyN attack is
detected

Connections time out
soonerifaSyMattack is
detected

Connections time out
sooner if a SYN attack is
detected

3.2.1.78 Mss: 3 &6seconds, half-open | 3 &6 seconds, 3 &6seconds, 3 &6 seconds, half-open
(TEPMaxConn, ansmissiens) connectionsdroppedafter | half-open connections half-open connections connectionsdropped
SYN-ACK retransmissions whena connection 21 seconds dropped after 21 dropped after 21 after 21 seconds
requestis not acknowledged seconds seconds
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3.2.1.78 Mss} (TG2MaxRateRetransmissions) | 2 3 3 3
How many times unacknowledged data is
retransmitted (3 recommended, 5 is default]

3.2.1.80 MSS: (TR ManPertsExhausied) How | 5 5 5 5

many dropped connect requests to initiate SYN
sttack protection (5 is recommended)

3.2.1.81 MSS: Disable Autgrunfor all drives

255, disable auterun.for all
drives

255, disable guteryn for
all drives

255, disable autgrun for
all drives

255, disable auferun for
alldrives

3.2.1.82 MSS: Enable safe DLLsearch mode

Ensbled

Ensbled

Enabled

Enabled

3.2.1.83 MSS: Enable the computer to stop
generating 8.3 style filenames

<Not Defined=>

<NotDefined>

<Not Defined>

<Not Defined>

3.2.1.84 MSS: How often keep-alive packets
are sentin milliseconds

300000

300000

300000

300000

3.2.1 85 MSS: Percentage threshold for the
security eventlog st which the system will
generate awarning

<Mot Defined=>

<MotDefined>

<Not Defined=>

<Mot Defined=>

3.2.1.86 MSS5: The time in seconds beforethe o o o o
screen savergrace period expires
4 Additional Security Protection
4.1 Available Services Permissions of services: | Permissions of | Permissions of [ Permissions of services:
Administrators: Full | services: services: Administrators: Full
Control;  System: Full | Administrators: Full | Administrators: Full | Control;, System:  Full
Control; Interactive: Read | Control; System:  Full | Control Syster:  Full [ Control; Interactive:
Interactive: | Control,  Inferactive: [ Read
Read
411 Alerter Disabled Disabled Disabled Disabled
4.1.2 Client services for Netware Disabled Disabled Disabled Disabled
4.1.3 Clipbook Disabled Disabled Disabled Disabled
4.1.4 Fax Service Disabled Disabled Disabled Disabled
4.1.5 File Replication Disabled Disabled Disabled Disabled
4.1.6 File Services for Macintesh Disabled Disabled Disabled Disabled
4.1.7 FTP Publishing Service Disabled Disabled Disabled Disabled
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418 Help anli Support Disabled Disabled Disabled Disabled
4.1.9 HTTP S5L Enabled Enabled Enabled Enabled
4.1.1011S Admin Service Enabled Enabled Enabled Enabled
4.1.11 Indexing Service Enabled Enabled Enabled Enabled
4.1.12 License Logging Service Disabled Disabled Disabled Disabled
4.1.13 Messenger Disabled Disabled Disabled Disabled
4.1.14 Microsoft POP3 Service Disabled Disabled Disabled Disabled
4.1.15 NetMeeting Remote Desktop Sharing | Disabled Disabled Disabled Disabled
4.1.16 Network Connections Manual Manual Manual Manual
4.1.17 Network News Transport Protocol Disabled Disabled Disabled Disabled

(NNTP)

4.1.18 Print server for Macintosh Disabled Disabled Disabled Disabled
4.1.18 PrintSpooler Disabled Disabled Disabled Disabled
4.1.20 Remote Access AutoConnection Disabled Disabled Disabled Disabled

Manager
4.1.21 Remote Access Connection Manager Disabled Disabled Disabled Disabled
4.1.22 Remote Administration Service Disabled Disabled Disabled Disabled
4.1.23 Remote Desktop Help Session Manager | Dissbled Disabled Disabled Disabled
4.1.24 Remote Installation Disabled Disabled Disabled Disabled
4.1.25 Remote Procedure Call {RPC) Locator | Disabled Disabled Disabled Disabled
4.1.26 Remote Registry Service Disabled Disabled Disabled Disabled
4.1.27 Remote Server Manager Disabled Disabled Disabled Disabled
4.1.28 Remote Server Monitor Disabled Disabled Disabled Disabled
4.1.28 Remote Storage Notification Disabled Disabled Disabled Disabled
4.1.30 Remote Storage Server Disabled Disabled Disabled Disabled
4.1.31 Simple Mail Transfer Protocol (SMTP) | Disabled Disabled Disabled Disabled
4.1.32 Simple Network Management Protocol | Disabled Disabled Disabled Disabled

(SNMP] Service
4.1.33 Simple Network ManagementProtocol | Disabled Disabled Disabled Disabled

(SNMP) Trap
4.1.34 Telephony Disabled Disabled Disabled Disabled
4.1.35Telnet Disabled Disabled Disabled Disabled
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4.1.36 Termihal Services <Not Defined> <NotDefined> <Not Defined> <MNot Defined>
4.1.37 Trivial FTP Daemon Disabled Disabled Disabled Disabled
4.1.38 Volume Shadow Service Enabled Enabled Enabled Enabled
4.1.39 Wireless Configuration Disabled Disabled Disabled Disabled
4.1.40 World Wide Web Publishing Services Disabled Disabled Disabled Disabled
4.1.41 Windows Media Server Disabled Disabled. Disabled Disabled
4.1.42 Data Execution Prevention Enabled Enabled Enabled Enabled

4.2 UserRights

4.2.1 Accessthis computer from the network

<Mot Defined>

<MotDefined>

<Not Defined>

<Mot Defined>

4.2.2 Actaspartof the operating system

<Nonex

<Nonex

<Nonex

<None>

4.2.3 Add workstations to domain

<<Not Defined>

<<Not Defined>

<<Not Defined>

<<Not Defined>

4.2.4 Adjust memory guotas for a process

<Mot Defined>

<MotDefined>

<Not Defined>

<Mot Defined>

4.2.5 Allowlog on locally

Administratars

Administratars

Administrators

Administrators

4.2.6 Allow logon through terminal services

Administrators

Administrators

Administrators

Administrators

4.2.7 Back up files and directories

<Not Defined>

<NotDefined>

<Not Defined>

<Not Definad>

4.2.8 Bypass traverse checking

<Mot Defined>

<NotDefined>

<Not Defined>

<Mot Defined>

2.2.9 Change the systemtime

Administrators

Administrators

Administrators

Administrators

4.2.10Create appgsfile

Administrators

Administrators

Administrators

Administrators

4.2.11 Create a token object <None> <None> <None> <Nane>

4.2.12 Create Glabal Objects <MNot Defined> <NotDefined> <Not Defined: <MNot Defined>

4.2.13 Create permanentshared objects. <None> <Nong> <None> <None>

4.2.14 Debug Programs <None> <Nong> <None> <None>

4.2.15 Denyaccesstothiscomputer fromthe | ANONOYMOUSLOGON, | ANONOYMOUSLOGON, | ANONOYMOUS LOGON, [ ANONOYMOUS LOGON,
network (minimum) Guests Guests Guests Guests

4.2.16 Deny logon as a batch job

<Mot Defined>

<Mot Defined>

<Not Defined>

<Mot Defined>

4.2.17 Denylogon asa service

<Mot Defined>

<Mot Defined>

<Not Defined>

<Mot Defined>

4.2.18 Deny logon locally

<Mot Defined>

<Mot Defined>

<Not Defined>

<Mot Defined>

4.2.18 Denylogon throughTerminal Service
(minimum)

<Mot Defined>

<NotDefined>

<Not Defined>

<Mot Defined>

4.2 20 Enable computerand user accounts to
be trusted for delegation

<Mone>

<Mone>

<None>

<Mone>

CoNEED e
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4.2 21 Forcelshutdown from a remote system

Administrators

ors

Admi ors

Administrators

4.2.22 Generate security audits

Local Service, Network

Local Service, Network

Local Service, Network

Local Service, Network

Service Service Service Service

4.2.23 Impersonate aclientafter SERVICE SERVICE SERVICE SERVICE
authentication

4.2.24 Increase scheduling priority Administrators ors Admi ors Administrators

4.2.25 Load and unload device drivers

Administrators

Administrators

Administrators

Administrators

4.2.26 Lock pagesin memory

Administrators

Administrators

Administrators

Administrators

4.2.27 Logonasabatch job

<None>

<Mone>

<Mone>

<Mone>

4.2.28 Logon asaservice

<Not Defined>

<Not Defined>

<Not Defined>

<Not Defined>

4.2.29 Manage auditingand security log

Administrators

Administrators

Administrators

Administrators

4.2.30 Modify firmware environmentvalues

Administrators

ors

Admi ors

Administrators

4.2.31 Performvolume maintenance tasks

Administrators

ors

Admi ors

Administrators

4.2.32 Profile single process

Administrators

Administrators

Administrators

Administrators

4.2.33 Profile system performance

Administrators

Administrators

Administrators

Administrators

4.2 34 Remove computerfrom docking station

Administrators

ors

Adi ors

Administrators

4.2 35 Replacea process leve | token

NETWORK SERVICE, LOCAL
SERVICE

NETWORK SERVICE,
LOCAL SERVICE

NETWORK SERVICE,
LOCAL SERVICE

NETWORK SERVICE,
LOCAL SERVICE

4.2.36 Restore filesand directories

Administrators

ors

Admi ors

Administrators

4.2.37 shutdown the system

Administrators

Administrators

Administrators

Administrators

4.2.38 Synchronize directory service data

<None>

<Mone>

<Mone>

<Mone>

4.2.39 Take ownershipof file or other objects

Administrators

Admi ors

Administrators

4.3 Other System Requirements

4.3.1 Ensure volumes are using the NTFS file
system

Allvolumes

Allvolumes

Allvolumes

Allvolumes

4.3.2 Disable NetBIOS

<Not Defined>

<Mot Defined>

<Mot Defined>

<Mot Defined>

4.3.3 Enable the Internet Connection Firewall

<Not Defined>

<Not Defined>

<Not Defined>

<Not Defined>

4.3.4 Restricted Groups

Remote Desktop Users:
<None=

Remote Desktop Users:
<Monex

Remote Desktop Users:

<Mone>

Remote Desktop Users:
<Monex

4.3.5 Antivirus software present

<Not Defined>

<Mot Defined>

<Mot Defined>

<Mot Defined>

4.4 File and Registry Permissions

4.4.1 File Permissions

Unlessstated otherwise,

Unless stated

Unless stated

Unless stated otherwise,

oy
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B dministrators or System
Full Control isfull control
for the designated folder
and all contents

otherwise,

otherwise,

Administratorsor
System Full Control is
full control for the
designated folderand
all contents

Administrators or
System Full Control is
full control for the
designated folderand
all contents

Administrators or System
Full Control isfull control
for the designated folder
and all contents

2311 %esystembrive’

Administrators: Full;
system: Full; Creator
Owner: Full; Interactive:
Read, Execute

Administrators: Full;
system: Full; Creator
Owner: Full;
Interactive: Read
Execute

Administrators: Full;
System: Full; Creator
Owner: Full;
Interactive: Read,

Execute

Administrators: Full;
System: Full; Creator
Owner: Full; Interactive:
Read, Execute

4.4.1.2 %5ystemRogt¥\system32\ at.exe

Administrators: Full;

Administrators:  Full;

Administrators: Full;

Administrators:  Full;

System: Full System: Full System: Full System: Full
4.4.1.3 %5ystemRet\system32\attrib.exe | Administrators:  Full; Administrators:  Full; Administrators: Full; Administrators: Full;

System:_Full System: _Full System:_Full System:_Full
4.4.14%SystemRoot¥\system3 2\ caclsexe | Administrators: Full; Administrators: Full; | Administrators: Full; | Administrators: Full;

System:  Full System:  Full System:  Full System:  Full

4.4.15 %SystemBoat¥\system32\ debug exe

Administrators: Full;
system:  Full

Administrators: Full;
system:  Full

Administrators: Full;
system:  Full

Administrators: Full;
system:  Full

4.4.1.6 %SystemBogt\system3 2\

Administraters: Full;

Administrators:  Full;

Administraters: Full;

Administrators: Full;

drwatson.exe System: Full System: Full System: Full System: Full
4.4.1.7 %SYStEMROAIH\sYstem3 2y Administrators: Full; Administrators:  Full; Administrators:  Full; Administrators: Full;

drwtsn32.exe System:_Full System: _Full System:_Full System:_Full
4418 %SystemRoat¥\system3 2\ edlinexe | Administrators: Full; Administrators: Full; | Administrators: Full; | Administrators: Full;

system:  Full; Interactive:
Full

system:  Full;
Interactive: Full

system:  Ful

Interactive: Full

systemn:  Full;

Interactive: Full

4.4.1.9 565ystemRotse\system3 )

eventcreate.exe

Administrators:  Full;
System:_Full

Admir
System: Full

Administrators: Full;

System: Full

Administrators:  Full;
System:Full

4.4.1.10 %5ysteMROgEE\system3z\

eventtriggers.exe

Administrators: Full;
System: _Full

Administrators:  Full;
System: _Full

Administrators: Full;
System: _Full

Administrators: Full;
System: Full

4.4.1.11 %SystemBoatis\system3z2), fp.exe

Administrators: Full;
System: _Full; Interactive:

Administrators:  Full;
System: _Full;

Administrators: Full;
System: _Full;

Administrators:  Full;
System:_Full;
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Full

Interactive: Full

Interactive: Full

Interactive: Full

4.4.1.12 %SystemRoot¥\system32\ net exe

Administrators: Full;
system: Full; Interactive:
Full

Administrators: Full;
System:  Full;
Interactive: Full

Administrators: Full;
system: Full;
Interactive: _Full

Administrators: Full;
system: Full;
Interactive: _Full

4.4.1.13 %SystemRogt¥\system32\ netl exe

Administrators: Full;
system: Full; Interactive:
Full

Administrators:  Full;

system:  Full;
Interactive: Full

Administrators: Full;
System:  Full;
Interactive: Full

Administrators: Full;
system:  Full;
Interactive: Full

4.4.1.14 %5y5teMROQE\system32\ netsh_exe

Administrators: Full;

Administrators:  Full;

Administrators: Full;

Administrators:  Full;

System:_Full System: _Full System:_Full System:_Full
4.4.115 %SystemBoati\system32\ rcpexe | Administrators: Full; Administrators: Full; | Administrators: Full; | Administrators: Full;
System: Full System: Full System: Full System: Full

4.4.1.16 %SystemBoatis\system32) reg.exe

Administrators: Full;
System: Full

Administrators:  Full;
System: Full

Administrators: Full;
System: Full

Administrators:  Full;
System:_Full

4.4.1.17 %5ystemRogtie\regedit exe

Administrators: Full;
System: _Full

Administrators:  Full;

Administrators: Full;
System: _Full

Administrators: Full;
System: Full

4.4.1.18 %5ystemMROgEe\system3z\
regedt32.exe

Administrators: Full;
System: _Full

Full;

Systerm: _Full

Administrators: Full;
System: _Full

Administrators:  Full;
System: Full

4.4.1.19 %SystemRooti\system32\

Administrators: Full;

Administrators: Full;

Administrators: Full;

Administrators: Full;

regswr32.exe system: Full system: Full system: Full System: Full
4.4.1.20 %5ystemRagiie\system3\ rexecexe | Administrators: Full; Administrators:  Full, | Administrators: Full; | Administrators: Full;
System: Full System: Full System: Full System:  Full

4.4.1.21 %SystemRBagti\system32\ rsh.exe

Administrators: Full;
System:_Full

Administrators:  Full;
System: _Full

Administrators: Full;
System:_Full

Administrators:  Full;
System:_Full

4.4.1.22 %5y5teMROQE\syste m32\ runas.exe

Administrators:  Full;
system: Full; Interactive:
Full

Administrators:  Full;
System:  Full;
Interactive: Ful

Administrators:  Full;
system: Full;
Interactive: Full

Administrators:  Full;
system: Full;
Interactive: Full

4.4.1.23 %5ystemMReQLE\system3z| sc.exe

Administrators: Full;

Administrators:  Full;

Administrators: Full;

Administrators:  Full;

System:_Full System: _Full System:_Full System:_Full
4.4.1.24 %SystemRoot¥\system32\ substexe | Administrators: Full; Administrators: Full; | Administrators: Full; | Administrators: Full;
system:  Full System:  Full system:  Full system:  Full

4.4.1.25 %SystemBoatie\system32\ telnet exe

Administrators: Full;
System: Full; Interactive:

Administrators:  Full;

System: Full;

Administrators: Full;
System: Full;

Administrators: Full;
System: Full;
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SSLServers

MSMQ

WWW Servers

Shopping Cart

Full

Interactive: Full

Interactive: Full

Interactive: Full

4.4.1.26 %5ystemBeotis\system3d\ tftp.exe

Administrators: Full;
System:  Full; Interactive:
Full

Administrators: Full;
System: Full;
Interactive: Full

Administrators:  Full;
System: Full;
Interactive: Full

Administrators: Full;
System:  Full;
Interactive: Full

4.4.1.27 %5yste MROQL%\system32\ tintsvrexe

Administrators:  Full;
System:  Full

Administrators:  Full;
System: Full

Administrators:  Full;
System: Full

Administrators: Full;
System: Full

2.4.2 Registry Permissions

Unless stated othe rwise,
Administrators or System
Full Control is full control
for the designated key and
all subkeys. Creator
owner Full Control is for
subkeysonly. Users
permissions are for current

ke, subkeys, and values.

Unlessstated
otherwise,
Administratorsor
System Full Control is
full control for the
designated key and all
subkeys. Creator
Owner Full Control is for
subkeyzonly. Usgrs
permissionsare for
currentkey, subkeys,

and values.

Unless stated
otherwise,
Administratorsor
System Full Controlis
full control for the
designated keyand all
subkeys. Creator
Owner Full Control is for
subkeysonly. Users
permissionsare far
currentkey, subkeys,

and values.

Unless stated otherwise,
Administrators or System
Full Control is full control
for the designated key
andall subkeys. Creator
owner Full Control is for
subkeysonly. Users
permissionsare for
currentkey, subkeys, and

values.

4.4.2.1 HKLM\Software

Administrators:  Full;
Syste Full; Creator
Owner: Full; Users, Read

Administrators: Full;
Syste Full; Creator
Owner: Full; Users,
Read

Administrators:  Full;
System: Full: Creator
Owner: Full; Users,
Read

Administrators: Full;
system: Full; Creator
Owner: Full; Users,
Read

4.4.2.2 HKLM\Software\Microsoft,
Windows\Curremversion\installer

Administrators: Full;
System:  Full; Users:
Read

Administrators:  Full;
system: Full; Users:
Read

Administrators:  Full;
System: Full; Users:
Read

Administrators: Full;
System:  Full; Users:
Read

4.4.2.3 HKLM\Software\Microsoft
Windows\CurreVarsion\Policies

Administrators: Full;
System:  Full;
Authenticated Users:
Read

Administrators:  Full;
System: Full;
Authenticated Users:
Read

Administrators: Full;
Full;
Authenticated Users:
Read

Administrators: Full;
System: Full;
Authenticated Users:
Read

2.4.2 4 HKLM\System

Administrators:  Full;
system: Full; Creator
Owner:_Full; Users, Read

Administrators: Full;
system: Full; Creator
Owner: Full; Users,

Administrators:  Full;
System: Full; Creator
Owner: Full; Users,

Administrators: Full;
system: Full; Creator
Owner: Full; Users,
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Setting: SSL Servers MSMQ WWW Servers Shopping Cart
Read Read Read
4.4.2.5 HKLM\System), Administrators: Full; d ors: Full; | Admi ors: Full; | Administrators: Full;
CurrentControlset\Enum system: Full; system: Full; system: Full; system: Full;
Authenticated Users: Authenticated Users: | Authenticated Users: | Authenticated Users:
Read Read Read Read

4.4 2 6 HKLM\System),
CurrentContro/set\Services\ SNMP\Parameters\,
PermittedManagers

Administrators: Full;
System: Full; Creator
Owner- Full

ors: Full;
System: Full; Creator
Owner:_Full

Ad ors: Full;
System: Full; Creator
Owner: Full

Administrators:  Full;
System:  Full; Creator
Owner: Full

4.4.2.7 HKLM\System),

CurrentConiralSet\Services\ SNMP\Parameters)
i i

Administrators: Full;
System: Full; Creator
Owner:Full

Administrators:  Full;
System: Full; Creator
Owner: Full

Administrators:  Full;
System: Full; Creator
Owner: Full

Administrators:  Full;
System: Full; Creator
Owner: Full

4.4 2 8 HKLM\SOFTWARE\Microsoft),
Windows\CurrentVersion\ policies\Ratings

Administrators: Full;
Users: Read

ors: Full;
Users: Read

Ad ors: Full;
Users: Read

Administrators:  Full;
Users: Read

4.4 2.9 HKLM\Software\Microsoft\ MSDTC

“Administrators:  Full;
System:  Full; Network
Service: Queryvalue, Set
value, Create subkey,
Enumerate Subkeys,
Notify, Read permissions;
Users: Read <Not

‘Administrators:  Full;
System:  Full; Network
Service: Queryvalue,
Setvalue, Create
subkey, Enumerate
Subksys, Notify, Read
permissions; Users:
Read <Not Defined>

‘Administrators:  Full;
System:  Full; Network
Service: Queryvalue,
Setvalue, Create
subkey, Enumerats
Subksys, Motify, Read
permissions; Users:
Read <Not Defined>

‘Adrministrators:  Full;
System:  Full; Network
Service: Queryvalue,
Setvalue, Create subkey,
Enumerate Subkeys,
Motify, Read permissions;
Users: Read <Not

4.4.2.10 HKU\ Default\Software\,
Microsoff\SystemCertificates\ Root\,
ProtactedRoots

Administrators:  Full;

Administrators:  Full;

44211 HKLM \SOFTWARE\
Microsoff\Windows NT\ CurrentYersian\seCedit

Defined>
Administrators: Full;
System: Full; Users:
Read

Administrators: Full;
System: Full; Users:
Read

System: Full; Users:
Read
Administrators:  Full;
System: Full; Users:
Read

System: Full; Users:
Read
Administrators:  Full;
System: Full; Users:
Read

Defined>
Administrators:  Full;
System: Full; Users:
Read

Administrators:  Full;
System: Full; Users:
Read

4.4 3 File and Registry Auditing

4.4.3.1 %systemDrivets

Everyone: Failures

Everyone: Failures

Everyone: Failures

Everyone: Failures

4.4.3.2 HKLM\Software

Everyone: Failures

Everyone: Failures

Everyone: Failures

Everyone: Failures

4.43.3 HKLM\Systerm

Everyone: Failures

Everyone: Failures

Everyone: Failures

Everyone: Failures
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Summary

DO NOT USE INDUSTRY STANDARDS WITHOUT TESTING FIRST

IDENTIFY INVENTORY OF SERVER / SERVER TYPES
%+ DOMAIN CONTROLLERS

3

«» MEMBER SERVERS — WEB SERVER, FILE SERVER, ETC.

DEVELOP BASELINE USING INDUSTRY STANDARD AS A GUIDE
TEST, TEST, TEST

USE AUTOMATED TOOL (E.G., TRIPWIRE)

ALL BASELINE SETTINGS SHOULD UNDERGO CHANGE MANAGEMENT
PROCEDURES (I.E., REMEDY)

OBTAIN WAIVER FOR THOSE SETTINGS YOU HAVE TESTED AND DISAGREE WITH
STANDARD

RUN SCANS TO ENSURE STANDARD IS MAINTAINED
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